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INFORMATION IN THIS DOCUMENT IS INTENDED AS A REFERENCE TO ASSIST OUR CUSTOMERS IN THE SELECTION 
OF SHANGHAI FUDAN MICROELECTRONICS GROUP CO., LTD PRODUCT BEST SUITED TO THE CUSTOMER'S 
APPLICATION AND SHANGHAI FUDAN MICROELECTRONICS GROUP CO., LTD  DOES NOT GUARANTEE THE 
AUTHENTICITY AND INTEGRITY OF THE INFORMATION. 
INFORMATION DO NOT CONVEY ANY LICENSE UNDER ANY INTELLECTUAL PROPERTY RIGHTS, OR ANY OTHER RIGHTS, 
BELONGING TO SHANGHAI FUDAN MICROELECTRONICS GROUP CO., LTD OR A THIRD PARTY.  
WHEN USING THE INFORMATION CONTAINED IN THIS DOCUMENTS, PLEASE BE SURE TO EVALUATE ALL INFORMATION 
AS A TOTAL SYSTEM BEFORE MAKING A FINAL DECISION ON THE APPLICABILITY OF THE INFORMATION AND 
PRODUCTS.  
PURCHASERS ARE SOLELY RESPONSIBLE FOR THE CHOICE, SELECTION AND USE OF THE SHANGHAI FUDAN 
MICROELECTRONICS GROUP CO., LTD PRODUCTS AND SERVICES DESCRIBED HEREIN, AND SHANGHAI FUDAN 
MICROELECTRONICS GROUP CO., LTD ASSUMES NO LIABILITY WHATSOEVER RELATING TO THE CHOICE, SELECTION 
OR USE OF THE SHANGHAI FUDAN MICROELECTRONICS GROUP CO., LTD PRODUCTS AND SERVICES DESCRIBED 
HEREIN. UNLESS EXPRESSLY APPROVED IN WRITING BY AN AUTHORIZED SHANGHAI FUDAN MICROELECTRONICS 
GROUP CO., LTD REPRESENTATIVE, SHANGHAI FUDAN MICROELECTRONICS GROUP CO., LTD PRODUCTS ARE NOT 
RECOMMENDED, AUTHORIZED OR WARRANTED FOR USE IN MILITARY, AIR CRAFT, SPACE, LIFE SAVING, OR LIFE 
SUSTAINING APPLICATIONS, NOR IN PRODUCTS OR SYSTEMS WHERE FAILURE OR MALFUNCTION MAY RESULT IN 
PERSONAL INJURY, DEATH, OR SEVERE PROPERTY OR ENVIRONMENTAL DAMAGE. 
FUTURE ROUTINE REVISIONS WILL OCCUR WHEN APPROPRIATE, WITHOUT NOTICE. CONTACT SHANGHAI FUDAN 
MICROELECTRONICS GROUP CO., LTD SALES OFFICE TO OBTAIN THE LATEST SPECIFICATIONS AND BEFORE PLACING 
YOUR PRODUCT ORDER. PLEASE ALSO PAY ATTENTION TO INFORMATION PUBLISHED BY SHANGHAI FUDAN 
MICROELECTRONICS GROUP CO., LTD BY VARIOUS MEANS, INCLUDING SHANGHAI FUDAN MICROELECTRONICS 
GROUP CO., LTD HOME PAGE (HTTP://WWW.FMSH.COM/).  
PLEASE CONTACT SHANGHAI FUDAN MICROELECTRONICS GROUP CO., LTD LOCAL SALES OFFICE FOR THE 
SPECIFICATION REGARDING THE INFORMATION IN THIS DOCUMENT OR SHANGHAI FUDAN MICROELECTRONICS 
GROUP CO., LTD PRODUCTS. 
 
Trademarks 
Shanghai Fudan Microelectronics Group Co., Ltd name and logo, the “复旦” logo are trademarks or registered trademarks of 
Shanghai Fudan Microelectronics Group Co., Ltd or its subsidiaries in China.  
Shanghai Fudan Microelectronics Group Co., Ltd, Printed in the China, All Rights Reserved. 
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1 Product Overview 

1.1 Introduction 

FM11RF08S (short for RF08S) is a logic security IC which based on ISO/IEC 14443A for the 
proximity contactless applications. It has excellent compatibility with all kinds of readers, 
enhanced RF performance and higher reliability of EEPROM.  

Comparing with the old version chip RF08, RF08S's security and anti-crack ability have been 
enhanced by fixing the weak points in the realization of the algorithm without losing of the 
functional compatibility. The communication distance has also been enhanced keeping the merit 
of compatibility with all kinds of readers. 

1.2 Features 

1.2.1 RF Interface 
 ISO/IEC 14443-A 

 Contactless transmission of data and supply energy (no battery needed) 

 Operating distance: up to 10cm (depending on various parameters as e.g. field strength and 
antenna geometry) 

 Operating frequency: 13.56 MHz 

 Fast communication baud rate: 106Kbit/s 

 Operating distance: up to 100mm (depending on antenna geometry) 

 Half duplex communication protocol using handshake 

 Encryption algorithm compatible with M1 standard 

 Typical transaction time: ＜100ms 

1.2.2 EEPROM 
 1024x8 bits EEPROM memory, Organized in security separated 16 sectors supporting 

multi-application use 

 10 years data retention 

 Write endurance of 200,000 cycles 

1.2.3 Security 
 UID is unchangeable. 
 Mutual three pass authentication 
 High security level data communication 
 Each sector has two keys separately 
 User can defines assess conditions for each memory block flexibly 
 Security and anti-crack ability have been enhanced comparing with the old version chip 
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1.3 Block diagram 
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Figure 1-1 RF08S Block diagram 

1.4 PIN description 

Please consult Fudan Micro Electronics Company for the wafer datasheet. 

 

1.4.1   Bare dies 

LOGO

IN1 IN2

GND

 
Figure 1-2 RF08S PIN description 

 

Table 1-1  RF08S PIN description 
Number PIN name PIN Description 

1 IN1 antenna RF input 
2 IN2 antenna RF input 
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3 GND Ground of the chip 
 

1.4.2   Bare dies with bump 

LOGO

IN1 IN2

 
Figure 1-3 RF08S Bumping PIN description 

 

Table 1-2  RF08S Bumping PIN description 
Number PIN name PIN Description 

1 IN1 antenna RF input 
2 IN2 antenna RF input 
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2 Functional Description 

2.1 General description 
RF08S is a contactless card IC according to ISO14443 Type A which developed by Shanghai 
FuDan Microelectronics Co., Ltd. This device has a 1K x 8bits EEPROM.  

RF08S also has a high security performance with the encryption and communication circuit, and 
is a true multi-application smart card with the functionality of a processor card realized with 
hardware logic. So RF08S can be especially tailored to meet the requirements of a payment 
card which can be used for ticketing systems in public transport and loyal card in consumption 
applications. 

The Contactless smart card contains three components: RF08S chip、antenna and the card 
base with PVC (or PET) material. No battery is needed. When the chip is positioned in proximity 
of the coupling device antenna, the high speed RF communication interface allows transmitting 
data with 106-kbit/s. 

2.2 Memory organization and Access Right 
The RF08S has an 8K bits EEPROM which has 16 sectors with 4 blocks. One block consists of 
16 bytes each.  

 

The structure of memory is shown below: 

Manufacture Code

Data block

Sector trailer

B0   
B1   
B2   
B3   
B0   
B1   
B2   
B3   
B0   
B1   
B2   
B3   

B0   
B1   
B2   
B3   

Sector 0

Sector 1

Sector 2

Sector 15

 

Figure 2-1 RF08S Memory Organization 
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The fourth block of every sector contains access KEYA (6 bytes), an optional KEYB (6 bytes) 
and the access conditions for the four blocks of that sector (4 bytes). The other blocks of the 
sector serve as common data blocks. The first block of the memory is reserved for manufacturer 
data. It is a read only block  “block0” generally. 
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The structure of block3 is shown below: 

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

KeyA KeyBAccess Bits
 

Figure 2-2 RF08S Structure of Block 3 

 

Memory organization: 
Bit7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit 0 

C2X3_b C2X2_b C2X1_b C2X0_b C1X3_b C1X2_b C1X1_b C1X0_b 
C1X3 C1X2 C1X1 C1X0 C3X3_b C3X2_b C3X1_b C3X0_b 
C3X3 C3X2 C3X1 C3X0 C2X3 C2X2 C2X1 C2X0 
BX7 BX6 BX5 BX4 BX3 BX2 BX1 BX0 

Note: 
b stands for inversion e.g.:C2X3_b=INV(C2X3) 
X stands for sector No.(0~15) 
Y stands for block No.(0~3) 
C stands for control bit 
B stands for reserve bit 

 

Access condition for the Block 3 (X=0-15)  
   KEYA KEYA Access Con Access Con KEYB KEYB 

C1X3 C2X3 C3X3 read Write Read Write read Write 
0 0 0 never KEYA|B KEYA|B Never KEYA|B KEYA|B 
0 1 0 never Never KEYA|B Never KEYA|B Never 
1 0 0 never KEYB KEYA|B Never never KEYB 
1 1 0 never Never KEYA|B Never never Never 
0 0 1 Never KEYA|B KEYA|B KEYA|B KEYA|B KEYA|B 
0 1 1 Never KEYB KEYA|B KEYB never KEYB 
1 0 1 Never Never KEYA|B KEYB never Never 
1 1 1 Never Never KEYA|B Never never Never 

Note: KEY A|B means KEY A or KEY B; 
Never means can’t perform the function. 

 

Access condition for Data Blocks (X=0-15 sectors, y=0-2 block of each sector) 
C1XY C2XY C3XY Read Write Increment decr, transfer, restore 

0 0 0 KEYA|B KEYA|B KEYA|B KEYA|B 
0 1 0 KEYA|B Never Never Never 
1 0 0 KEYA|B KEYB Never Never 
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C1XY C2XY C3XY Read Write Increment decr, transfer, restore 

1 1 0 KEYA|B KEYB KEYB KEYA|B 
0 0 1 KEYA|B Never Never KEYA|B 
0 1 1 KEYB KEYB Never Never 
1 0 1 KEYB Never Never Never 
1 1 1 Never Never Never Never 



 

         Datasheet 
FM11RF08S 8K bits contactless logic security card      Ver 1.0                                  11 

2.2.1 UID 
The chip’s 4 bytes UID is placed in the sector0 block0 of the memory. 

0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

uid0~uid3 Chip Info
 

Table 2-1 UID 

 

2.2.2 Configuration of delivered ICs 
RF08S is delivered with the following configuration by Fudan Micro: 

• The UID is read only 

• User data memory is not defined 
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Figure 2-3 Memory configuration 
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2.3 Transaction Sequence Description 

 

Answer to request
Answer to request

Anti-collision loop
Anti-collision loop

Select card
Select card

Authentication
Authentication

Read block
Read block

Write block
Write block

 
 

Figure 2-4 RF08S Transaction Sequence Diagram 

Answer to Request: The type of a card defines the communication protocol and the 
communication baud rate between reader and card. When a card is in the operating range of a 
reader, the reader continues communication with the appropriate protocol, specified by the type 
of a card. 

Anti-collision Loop: If there are several cards in the operating range of reader they can be 
distinguished by their different serial numbers and one selected for further transactions. The 
unselected cards return to the standby mode and wait for a new Answer to Request and 
Anti-collision loop.  

Select Card: After selection of a card, the card returns the Answer to Select code (SAK). 

3 Pass Authentication: After Selection of a card, reader specifies the memory location of the 
following memory access and use the corresponding key for the 3 Pass Authentication 
procedures. Any communication after authentication is performed via stream cipher encryption. 

Read/Write:  

After authentication of the following operations may be performed: 

READ:        Read one block 

WRITE:       Write one block 

DECREMENT:  Decrements the contents of one block and stores the result in the data-register. 



 

         Datasheet 
FM11RF08S 8K bits contactless logic security card      Ver 1.0                                  13 

Increment:  Increments the contents of one block and stores the result in the data-register. 

TRANSFER:   Write the contents of the data-register to one block 

RESTORE:    Stores the contents of one block in the data-register 

Halt:          Pause operation 

2.4 Command set 

The RF08S comprises the command set as described in following chapters. 
NAME CODE(HEX) 

Request std 26 
Request all 52 

Anti-collision 93 
Select Card 93 

Authentication.la 60 
Authentication.lb 61 

Read 30 
Write A0 

Increment C1 
Decrement C0 

Restore C2 
Transfer B0 

Halt 50 

Answer to Request: Look for card in operating area. ‘Request Std’ means looking 
for card which is not set to halt, ‘Request All’ means looking for all cards which are 
in operating area. 
Anti-collision: It means selecting only one card if there is one card or several cards 
in operating area. 
Select Card: It means setting up the communication with the selected card after the 
anti-collision command. 
Authentication: Before visiting memory, the user must verify if the operation is 
legal by coherence of cipher in reader and cipher in card. 
Read: Read 16 bytes of one block. 
Write: Write data to one block. 
Increment: Increment a certain value to numerical block, store the result in register. 
Decrement: Decrement a certain value to numerical block, store the result in 
register. 
Restore: Read contents of numerical block to register. 
Transfer: Write contents of register to numerical block. 

Halt: Card is set to halt. 
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2.5 Data integrity 

Following mechanisms are implemented in the contactless communication link between reader 
and card to ensure very reliable data transmission: 

● Anti-collision 
● 16bit CRC per block 
● Parity bits for each byte 
● Bit count checking  
● Bit coding to distinguish between “1”, “0”, and no information 
● Channel monitoring (Protocol sequence and bit stream analysis) 

2.6 Security 

The RF08S card has high security: 3PASS Authentication must be get through before 
read/write operation. Serial Numbers, which cannot be altered, guarantee the 
uniqueness of each card. Crypto-Data transfer, Key Transfer and Access Key 
Protection. 
Keys in the cards are read protected but can be altered by who knows the actual key. 
There are 16 sectors in the card, each sector has own keys (Key A, Key B).Two 
different keys for each sector support systems using key hierarchies, so RF08S offers 
real multi-application functionality. 
RF08S's security and anti-crack ability have been enhanced by fixing the weak points 
in the realization of the algorithm without losing of the compatibility. There is no 
difference in using method of RF08S and RF08.
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3 Characteristics 

3.1 Limiting values 

Symbol Parameter Conditions Min Max Unit 
Tstg storage temperature - -55 +125 °C 
II input current（IN1 to IN2） IN1 to IN2; RMS - 30 mA 
VESD ESD （HBM）【3】 - 4 - KV 

Table 3-1 RF08S Limiting values【1】【2】 
【1】：Stresses above one or more of the limiting values may cause permanent damage to the 
device. 
【2】：This product includes circuitry specifically designed for the protection of its internal devices 
from the damaging effects of excessive static charge. Nonetheless, it is suggested that 
conventional precautions be taken to avoid applying greater than the rated maxima. 
【3】：Human body model: C = 100 pF, R = 1.5 k.  For ESD measurement, the IC was mounted 
in a CDIP8 package. 

3.2 Normal Working Condition 

Symbol Parameter Min Typ Max Unit 
TA Temperature -40 +25 +85 °C 
HA Operation Field strength 1.5  7.5 A/M 

Table 3-2 RF08S normal working condition 

3.3 Electrical characteristics 

Symbol Parameter Conditions Min Typ Max Unit 
fi input frequency                   【1】 13.553 13.56 13.567 MHz 
Ci input capacitance Between IN1 and IN2【2】 13 15 17 pF 

Table 3-3 Electrical characteristics 
【1】 Bandwidth limitation (±7 kHz) according to ISM band regulations. 

【2】 Measured with Agilent E5061B at 13.56 MHz and 0.707V RMS. 

3.4 EEPROM characteristics 

Symbol Parameter Conditions Min Typ Max Unit 
tret retention time Tamb = 55℃ 10   year 

Nendu(W) write endurance Tamb = 25℃ 200,000   cycle 
Table 3-4 EEPROM characteristics 
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4 Ordering information 

Type Number Wafer Type Description 

FM11RF08S-WTB2 Bump Sawn Wafer 

12 inch bump wafer (sawn, laser diced; 120 um 
thickness, without UV exposure, on film frame 
carrier; electronic fail die marking according to 
SECSII format) 

FM11RF08S-WTS5 Sawn Wafer 
12 inch wafer (sawn, laser diced; 150 um 
thickness, on film frame carrier; electronic fail die 
marking according to SECSII format) 

 
FM  11RF  08  -S  

 

XXX 
 
         Company Name 

           FM=Shanghai Fudan Microelectronics Group Company Limited 

 

         Product Family Name 

11RF= High frequency chip based on ISO/IEC 14443 

 

 

          Memory 

           08= 8k bits EEPROM 

 

Version 

           S: Security enhanced  

 

 

          Wafer Type 

           WTS= Sawn Wafer 

WTB= Bump Wafer 
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Revision history 
Rev Release 

date Pages Modifications 

preliminary  Apr. 2020 18  

1.0 Sep.2020 18 1. update the sales information in the last page 
2. update ordering information 

 

https://fanyi.so.com/�
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Postcode: 200433  
Tel: (86-021) 6565 5050 Fax: (86-021) 6565 9115  
 
Shanghai Fudan Microelectronics (HK) Co., Ltd.  
Address: Unit 506, 5/F., East Ocean Centre, 98 Granville Road, Tsimshatsui East, Kowloon, Hong Kong  
Tel: (852) 2116 3288  2116 3338  
Fax: (852) 2116 0882 
 
Beijing Office  
Address: Room 423, Bldg B, Gehua Building, 1 QingLong Hutong, Dongzhimen Alley north Street, 
Dongcheng District, Beijing City, China.  
Postcode: 100007  
Tel: (86-010) 8418 6608  
Fax: (86-010) 8418 6211 
 
Shenzhen Office  
Address: Room.2306-2308, Building A7, Chuangzhi Cloud City, Liuxian Avenue, Xili Street, Nanshan 
District, Shenzhen, China.  
Postcode: 518000 
Tel: (86-0755) 8335 0911  8335 1011  8335 2011 8335 0611  
Fax: (86-0755) 8335 9011  
 
Shanghai Fudan Microelectronics (HK) Ltd Taiwan Representative Office   
Address: Unit 1225, 12F., No 252, Sec.1 Neihu Rd., Neihu Dist., Taipei City 114, Taiwan  
Tel : (886-2) 7721 1889  
Fax: (886-2) 7722 3888  
 
Shanghai Fudan Microelectronics (HK) Ltd Singapore Representative Office  
Address : 47 Kallang Pudding Road, #08-06,The Crescent @ Kallang ,Singapore 349318  
Tel : (65) 6443 0860  
Fax: (65) 6443 1215  
 
Fudan Microelectronics（USA）Inc.  
Address : 97 E Brokaw Road, Suite 320,San Jose,CA 95112  
Tel :  (+1)408-335-6936  
 
Web Site: http://www.fmsh.com/ 
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